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ABS breach September 2017 

Extract from LPB minutes 6 October 2017 

It was reported that a small number of incorrect ABSs had been issued due to 

a use of software error that had been discovered following a telephone call (to 

NCC’s Pension Team) from a LGPS member who queried the level of benefits 

in her statement.  Following an investigation (by Mark Coleran), 21 ABSs were 

identified where the error had arisen as a result of the same software issue, 

out of 17,921 statements issued in total.   

The recipients of the incorrect ABSs had been sent a revised statement and a 

letter of explanation within days of the error being identified.  

The Board requested that the logic for deeming the 31 August 2017 ABS 

breach to be unreportable to tPR ( i.e. not of material significance to tPR) be 

documented. 

Analysis against TPR Code of Practice on judging what is 'material 

significance' to the regulator (and therefore reportable): 

Extract from TPR Code of Practice Consideration of NCC circumstances 

Judging what is of ‘material 
significance’ to the regulator 

253. In deciding whether a 
breach is likely to be of ‘material 
significance’ to the regulator. It 
would be advisable for those with a 
statutory duty to report to consider 
the:  

o cause of the breach 
o effect of the breach 
o reaction to the breach, and 
o wider implications of the 

breach. 

 

254. When deciding whether to 
report, those responsible should 
consider these points together. 
Reporters should take into account 
expert or professional advice, 
where appropriate, when deciding 
whether the breach is likely to be of 
material significance to the 
regulator. 

Note, we should consider points together (so 
see rag table below). 

Cause of the breach  
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Extract from TPR Code of Practice Consideration of NCC circumstances 

255. The breach is likely to be 
of material significance to the 
regulator where it was caused by:  

 

o dishonesty No 

o poor governance or 
administration 

Possibly poor administration due to failing to 
spot software misuse/error earlier? 

o slow or inappropriate 
decision making practices 

No 

o incomplete or inaccurate 
advice, or 

No 

o acting (or failing to act) in 
deliberate contravention of 
the law. 

No 

256. When deciding whether a 
breach is of material significance, 
those responsible should consider 
other reported and unreported 
breaches of which they are aware. 
However, historical information 
should be considered with care, 
particularly if changes have been 
made to address previously 
identified problems. 

No other ABS breaches at 31 August 2017. 

257. A breach will not normally 
be materially significant if it has 
arisen from an isolated incident, for 
example resulting from teething 
problems with a new system or 
procedure, or from an unusual or 
unpredictable combination of 
circumstances. But in such a 
situation, it is also important to 
consider other aspects of the 
breach such as the effect it has 
had and to be aware that persistent 
isolated breaches could be 
indicative of wider scheme issues. 

This is not an isolated incident though there 
were a small number (21) of them.  

Effect of the breach  

258.  Reporters need to 
consider the effects of any breach, 
but with the regulator’s role in 
relation to public service pension 
schemes and its statutory 
objectives in mind, the following 
matters in particular should be 
considered likely to be of material 
significance to the regulator:  
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Extract from TPR Code of Practice Consideration of NCC circumstances 

o pension board members 
not having the appropriate 
degree of knowledge and 
understanding, which may 
result in pension boards 
not fulfilling their roles, the 
scheme not being properly 
governed and administered 
and/or scheme managers 
breaching other legal 
requirements 

N/A 

o pension board members 
having a conflict of interest, 
which may result in them 
being prejudiced in the way 
that they carry out their 
role, ineffective 
governance and 
administration of the 
scheme and/or scheme 
managers breaching legal 
requirements 

N/A 

o adequate internal controls 
not being established and 
operated, which may lead 
to schemes not being run 
in accordance with their 
scheme regulations and 
other legal requirements, 
risks not being properly 
identified and managed 
and/or the right money not 
being paid to or by the 
scheme at the right time 

Software misuse/error identified and corrected 
immediately indicating good internal control 
procedures 

o accurate information about 
benefits and scheme 
administration not being 
provided to scheme 
members and others, 
which may result in 
members not being able to 
effectively plan or make 
decisions about their 
retirement 

Corrected 2016/17 ABSs issued immediately 
ensuring members had accurate information. 

o appropriate records not 
being maintained, which 
may result in member 
benefits being calculated 
incorrectly and / or not 
being paid to the right 
person at the right time 

Member records corrected immediately 
preventing this error leading to incorrect benefit 
payments. 
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Extract from TPR Code of Practice Consideration of NCC circumstances 

o pension board members 
misappropriating any 
assets of the scheme or 
being likely to do so, which 
may result in scheme 
assets not being 
safeguarded, and 

N/A 

o any other breach which 
may result in the scheme 
being poorly governed, 
managed or administered. 

N/A 

259. Reporters need to take 
care to consider the effects of the 
breach, including any other 
breaches occurring as a result of 
the initial breach and the effects of 
those resulting breaches. 

Effect is small as only 21 members affected.   

Reaction to the breach  

260. Where prompt and 
effective action is taken to 
investigate and correct the breach 
and its causes and, where 
appropriate, notify any affected 
members, the regulator will not 
normally consider this to 
be materially significant. 

One telephone call from a LGPS member 
caused the administrator to take prompt and 
effective action to correct the breach and the 
underlying membership records.  

261. A breach is likely to be of 
concern and material significance 
to the regulator where a breach 
has been identified and those 
involved:  

 

o do not take prompt and 
effective action to remedy 
the breach and identify and 
tackle its cause in order to 
minimise risk of recurrence 

Prompt and effective action taken.  

o are not pursuing corrective 
action to a proper 
conclusion, or 

Corrective action taken. 

o fail to notify affected 
scheme members where it 
would have been 
appropriate to do so. 

All identified affected members notified. 

Wider implications of the breach  
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Extract from TPR Code of Practice Consideration of NCC circumstances 

262. Reporters should consider 
the wider implications of a breach 
when they assess which breaches 
are likely to be materially 
significant to the regulator. For 
example, a breach is likely to be of 
material significance where the fact 
that the breach has occurred 
makes it appear more likely that 
other breaches will emerge in the 
future. This may be due to the 
scheme manager or pension board 
members having a lack of 
appropriate knowledge and 
understanding to fulfil their 
responsibilities or where other 
pension schemes may be affected. 
For instance, public service 
pension schemes administered by 
the same organisation may be 
detrimentally affected where a 
system failure has caused the 
breach to occur. 

It is unlikely that this specific breach is likely to 
result in additional types of breaches. 

 

Final assessment of situation taking into consideration elements 

above and cross checking against the example in the TPR 

guidance (as shown below). 
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 Potential investigation outcomes 

 
Cause Effect Reaction Wider  implications 

Red Inadequate internal 

processes for 

tracing addresses, 

indicating a 

systemic problem 

All members may 
have been affected 

Action has not 

been taken to 

correct the 

breach and/ or 

identify and 

tackle its cause 

to minimise the 

risk of recurrence 

and identify other 

members who 

may have been 

affected 

It is highly likely 

that the scheme 

will be in breach 

of other legal 

requirements 

Ambe
r 

An 

administrative 

oversight, 

indicating 

variable 

implementatio

n of internal 

processes 

A small number of 
members may have 
been affected 

Action has 

been taken to 

correct the 

breach, but not 

to identify its 

cause and 

identify other 

members who 

may have been 

affected 

It is possible 

that the 

scheme will be 

in breach of 

other legal 

requirements 

Gree
n 

An isolated 

incident caused 

by a one off 

system error 

Only one member 
appears to have 
been affected 

Action has 

been taken to 

correct the 

breach, identify 

and tackle its 

cause to 

minimise the 

risk of 

recurrence and 

contact the 

affected 

member 

It is unlikely 

that the 

scheme will 

be in breach 

of other legal 

requirements 

NCC 
ratin
g 

Amber – though 

could be viewed 

as green? 

Amber – though 
could be viewed as 
green? 

Green Green  

 
CONCLUSION - Not reportable to tPR 


